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Objectives

Lessons learned from a year-long data vulnerability assessment at a manufacturing
site with hybrid data flows involving multiple human interfaces and stand-alone

equipment
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How we define ‘data vulnerability’

High
Data Medium M/H (Orange)

Criticality | Low

Low Medium High
Data Control Risk
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Parenteral Drug Association

Assessment tool

Process Area

Sub-process Step Data Name Data format Data Hazardous Current technical & procedural controls to Data control Vulnerability
criticality situation minimize the hazard risk level
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Description

[ ] [ ] [ ]
Medium Noncritical processes and process parameters
Non-CPP
Process Area Filling
Sub-process Step Data Name Data format Data Hazardous Current technical & procedural controls to Data control Vulnerability
criticality situation minimize the hazard risk level
Vial washer and Tunnel Heating Zone Hybrid g a Operator mis 1. Thedatais verified by second person in real time Medium H/M (Orange)
Depyrogenation preparatio | 2 temp. (°C) ateria transcribe the | 2. Thealarmis triggered, and the machine is halted if
Tunnel n Attribute data the minimum criteria is exceeded and adjust the
temperature automatically if the maximum criteria
Slnre is exceeded
3. Process data is saved and printed and attached
Preparation of Filling filling Paper Medium Operator mis 1. Thedatais not saved to check the accuracy M/H (Orange)
filling process equipmen equipment (Noncritical check the afterward. (Cleaning start date/time of filling
t clean hold parameter, checkbox equipment) ) .
| time check —. 2. CaIcuIatlo_n form_ula is specified in BR ) )
autoclave 2 e 1) 3. The data is verified by second person in real time.
monitoring
Preparation of Pre-FIT Redundant Hybrid o Operator mis 1. Thedatais not saved to check the accuracy L/H (Green)
filling process filter(1) Readine transcribe the afterward. ) )
wetting ek G data 2. Calibrated equipment is used, and the data is
volume 5 showed by the digital format.
=EIUToITTE
Filling Filling and Fill volume Hybrid g a Operator mis 1. Thedatais verified by second person Medium H/M (Orange)
Stopperin check Proce check the 2. The alarm is triggered, and the machine is halted if
: o = fill volume criteria is exceeded.
9 (pass/fail) << check box 3. The data is automatically recorded in the batch
report by the validated system
4; Filling reportis saved-and prin
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Data criticality in data flow

If

C = High criticality

AND

A and B are not (n)CPP/CQA,
THEN

A and B = High?
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Auto-stored in the
validated server

Data flow examples

Electronic/ Manually printed

Automated .

n Manual setting

v
<

Auto-printed/ print controlled

ya

nnn
- - 1 >
= = Transcript/ attachment/ manual
- - Equipment Read data on display panel, and the data processing (calculation,
IRTRT] (System) is auto-stored determination) or capturing
° A
o >
E Operator Data is not printed/ stored but only shown in the display panel.
working on
manual . —
activities =
o — [ 3 1
Paper/ Manual @ " "
No e-data generated (manual activities e.g., cleaning rooms), Second verifier
Only hand-written logbooks/ worksheets without evidences
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Data control risk decision tree .
C Data creat:gti;;iet;operators’

Equipment/ system used Evidence of the activity

for the activity? B (< available? o N?
1
1
Yes :
1
1
Is the data saved/ printed [ R . 1
out? No~ 1 :

1
1
| i
| 1
1 1
1

1
Is the raw data stored in o : :
electronic system? 0 ! . 1
i ! i
1 ! 1
1 ! 1
1 ! 1
1 : I

1
Automatically saved/ @@ — o ___}
printed? No

Data created/ analyzed/
confirmed automatically?

¢ ---———— e
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Level Description

[ ]
Medium Hybrid systems or manual data capture, limited automated data analysis,
(Hybrid) manual data transcription
Process Area Filling
Sub-process Step Data Name Data format Data Hazardous Current technical & procedural controls to Data control Vulnerability
criticality situation minimize the hazard risk level
Vial washer and Tunnel Heating Zone Hybrid High (Critical Operator mis 1. Thedatais verified by second person in real time Medium H/M (Orange)
Depyrogenation preparatio | 2 temp. (°C) Material transcribe the | 2. Thealarmis triggered, and the machine is halted if
Tunnel n Attribute data the minimum criteria is exceeded and adjust the
| temperature automatically if the maximum criteria
control) is exceeded
3. Process data is saved and printed and attached
Preparation of Filling filling Paper Medium Operator mis 1. Thedatais not saved to check the accuracy M/H (Orange)
filling process equipmen equipment (Noncritical check the afterward. (Cleaning start date/time of filling
t clean hold parameter, checkbox equipment) ) .
| ! heck 2. Calculation formula is specified in BR
autoclave time chec proc_ess_ 3. The data is verified by second person in real time.
monitoring)
Preparation of Pre-FIT Redundant Hybrid Low Operator mis 1. Thedatais not saved to check the accuracy L/H (Green)
filling process filter(1) (GEELIEES transcribe the afterward. ) )
wetting check of data 2. Calibrated equipment is used, and the data is
volume e showed by the digital format.
equipment)
Filling Filling and Fill volume Hybrid High (Critical Operator mis 1. Thedatais verified by second person H/M (Orange)
Stopperin check Process check the 2. The alarm is triggered, and the machine is halted if
P fill volume criteria is exceeded.
9 (passifail) PRI check box 3. The data is automatically recorded in the batch
report by the validated system
4; Filling reportis saved-and printed-and-attached
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Result

Unit: # of data points

Control Risk
Low Medium High Total
Data Criticalit
i 0,
High 76 202 (1.69%)
i 0,
Medium 594 2,302 (19.30%)
Lo 9,424 (79.01%
Total 647 (5.42%) 5,282 (44.28%)| 5,999 (50.29%) 11,928
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Mitigation plan strategy S

No b
Red/ Orange Any technical No .
Vulnerability control idea? I
1
1
1
Yes |
Technical Current Yes
limitation/ issue? procedural control
' sufficient?
Nlo N|O
1 1
1
1
1
1
| High criticality
1 data?
1
1
1
1
1
L |
Y, Y,
No additional controls, No additional controls
Add technical controls Add procedural controls but enhanced required. Risk accepted
p
monitoring required. upon current controls.
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Mitigation examples

Phase Action ltem

Form improvement to check the data directly through electronic systems

Phase 1 — : :
Double verification/ withessing
oh ) Remove the duplicated, transcribed data of low risk data
ase
Software upgrade to utilize the storage functionality
IAdd alarm functionality to the process system
Phase 3

Replace with a balance that has storage functionality

Phase 4 |Introduce barcode system to load date/ time data & feed the data into the warehouse management system

Less paper/ manual record, more electronic/ automated record
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Key takeaways

» Strong alignment on data criticality
* Clear understanding of data flow and format
* Early agreement on action ownership

Communication does matter at all assessment steps
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A Case Study: Implementation of Digital Validation Software for

Analytical Instrument Lifecycle Management

Haneul (Sky) Jie (QC Analyst)
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Analytical Instrument Qualification

Analytical Instrument Qualification

AlQ is the collection of documented evidence that an instrument performs suitably for its intended purpose. Use of a qualified
instrument in analyses contributes to confidence in the validity of generated data.

ANALYTICAL INSTRUMENT QUALIFICATION DOCUMENTATION

Documents obtained during qualification activities should be retained in an accessible manner. Where multiple instruments
of one kind exist, documents common to all instruments and documents specific to an instrument may be stored separately.
During change control, additional documents may supplement those obtained during the qualification process, and both sets
of documents should be retained and maintained in a suitable manner that allows for appropriate protection and access.

USP <1058>
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AlQ Process Map in J&J Incheon Site

E = Dlscrepancy Report

Protocol
A
Online ﬁ
(EDMS)

-- My Laptop --dr-—meemmmmeeeo o —

®
k

INSNN
[

Scan

Offline Link Attach v
(Manual) = v R Collate >
B . | - - .4
AttachT Manual Execution a2 ~
— Sunpli —— Executed
a—| —> UPPTICT  EE-— o= Protocol
8= I0(P)Q o=
Supplier Supplier Report _
Protocol ﬁEI Print Cfb Upload (fb Download Q Approved
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Inherent DI Risks of Hybrid Documentation

Ineff|C|ency Lack of Traceability
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Solution: Digital Validation System

§g 21 CFR 11, Annex 11 Compliance End-to-End Execution Online |
@ Requirement Traceability Matrix (RTM) @ Efficient & Resource Saving

aba

All gqualification documents created during the lifecycle
of an analytical instrument are accumulated under the

same folder, allowing users to easily locate them and
= provide a clear view of lifecycle events that resulted in
requalification activities.
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Streamlined Process Flow with Kneat DVS
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Streamlined Process Flow with Kneat DVS
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Key Features

A cmisc - Comments X
) ) N ( o y ” )
L] 10PQ- Q-Micro Flow Digital Imaging System (MDI)-A/P#2363908-01 (0.1) In Review e S S AN
Sections | [ In Review (0.1
[39 I N @ does not meet
Export Interact o Compare
a mkim152
18 hours ago
B Cover Page h FHsASLCH
[ Table Of Contents
‘ The MFI!
1 INTRODUCTH
& VNTRODUCTION ProteinSi|
B 2PURPOSE Document Title: 0 and P ‘s’:;‘p‘ce’m g e e o
I 35C0PE Qualification for Q-Micro Flow Digital Imaging .
B l\JOhnS(;n&\'J\h)hg'S(?n System (MDI)}-A/P#2363908-01 ey 2377} YQpik| &0l Mefc 2Lc)
X U 2 i o s
nnovative Viedicine e 10PQ - Q-Micro Flow Digital Imaging System Q h
B SA TATH Al FINITION A/PHY" ¥ 5
& 5 ABBREVIATIONS AND DEFINITIONS (MDI)-A/P#2363908-01 mkim152
i 6 MATERIALS Document Version: |0 The imag 18 hours age
X suspende — .
= [ 7 SYSTEM DESCRIPTION that cons| 2Zesto2 MFsIASLCL
M 7.1 System overview shape of
. A —
[ 72 system components 'he MF1 5100 model is particle analysis instruments They operate by capturing images of suspended hjie Sa
i 8DRAWINGS Q b Q 1dayago n Review (0.1
= [§ 9 INSTALLATION QUALIFICATION and shape parameters_Pre-defined Methods and Reports ensure repeatability and consistency. ol 237 The images are used to analyze the suspended parti
[ 91 Business Functional requirements m also stored for further investigation and analysis e ] producing a database that consists of count, size, i
[ 92 Hardware and Software System requirements = shiape of the pasticles:
B 93 Environmental Health, Safety and Sustainability re¢ \ Reply ey
9.4 Security requirements . | 18 hours ago
[ 95 System Date and Time requirements I HOtEM 272 38 ASLICH
I 96 CMMS/DI for Periodic Review
Reviewer can leave comments and the Author can repIy.
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Key Features

T, URS - L- Material Verifier - 62-2768-01 o 5
@ forspproval (1.o) 2.1 System Description v O Comments X
D URS - L - Material Verifier - G2-2769-01 (1, Closed (0.3) ~ For Approval (1.0) 42remavals  +31 additions

Sections Approval

Document Tite: | User Requirements Speciications for L - Mater Document Tite: | User Requirements Specifications for L - Mater
| Johnson&dJohnson varhor - G2 2768 01 ot &dJohnson arhor - G2 2768 01
Eren l Comparel Innovative Medicine| pocument o URS - L - Matorial Vorifer - G2.2768-01 Innovative Medicine| cocument o URS - L - Matorial Vorifer - G2.2768-01
Document Version: |02 Document Version: | 102

2.1 System Description 2.1 System Description

Enter equipment / & EnterThe

This Systim descriplion section FhisThay

Insirument descrption et
+ Intendedusemages of thesuspended system

ntended use of the system

onnection 1o ther applications softwars (example Empawer, Citrx, Tiamo) .o g ferampieDuring
Conneciion to othr hardware (exampla. DAC /LACE box) Gtrramagas Femo}
Describe the process flow of dala generated . " indisplayed

Diagram / picture of the system

+ Biagrempicture-ofon the system

Examle of an Empower System

- __E”m
e

i areal Empewerme. The IMages are
odh icle detabase size, ntensiy, and Pre-defined Methads and
repeatabiliy s storad forfurtner investgation and

analysis
The MDA System is equipped with

+ MFI 5100 mstrument
* ML PC workstation

Lataramry PC —
e
Laa Equam
unm:g ]

g —

[Compare] button allows easy tracking of changed elements.
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Key Features

<
ittt JEToTT——— T Boow X
fal
+ + 9Q
45 General Hardware and Software System specification
0 e
Cer e R

&

ELM - I0PQ Protocol for Beckman Caufter Liquid Particie Counter, HIAG 8703+ |

Orange-shaded area is editable after the

e
(s s
msam s

Protocol is issued for test.
——
T e - e
URS-086 (1.0 App) 4 5 #URS- m " its the vendor of Thas MLL PC
s gl

URS-08 (1.0 App) 4 5 #URS- endor Il Tha ML e
088-UH5-2

<masls - doss ot mest>

URS-08 (1.0 App) 4 § #URS-
[

Blue-shaded area is locked after
Protocol is approved.

Each test item can be executed digitally, and linked documents are opened in a pop-up.
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Key Features

Traceabi |I'l’y Matrix Report Report: KGX-REP-0005 Version: 6.5

Run Date Time:26-Sep-2024 2:53 am
All Times in UTC

Owning Document Number: URS - L-OSMOMETER-A/P#2305065-01 (1.0) Report data last updated: 25-Sep-2024 9:05 pm Table Legend
Documentverson: |8 Aopoved Documents
Reference Folder: No References Exist Non Approved Documents

Risk Assessment Document Number:

O = B .~ S

Document Identifier Description
Number

URS - L- URS - L- URS - | -Osmometer-A/P#2305065- NA
Osmometer- | Osmometer- The instrument must pass the initial vendor Installation & Operational qualification 01(1.0)5.1#Business Functional
A/P#2305085- A/PE2305065- RequirementsURS - L-Osmometer-
01 01-U-BF-1 A/P#2305065-01-U-BF-1
URS - L- URS - L-Osmometer-A/P#2305065- NA
Osmometer- Appm;;n.:ta test metrrj\rnds a;ﬂ (e:( scenarios can be performed by the system and the  p4(1 0)5 1#Business Funetional
APEI305065. | COeCt steps are performed in the corect sequence Eeri e E. Lmnete
01-U-BF-2 A/P#2305065-01-U-BF-2
URS - L- URS - L -Osmometer-A/P£2305065- NA
Osmometer- Inputs (numbers and letters) and their outputs (on the display) are consistent 01(1.0)5 1#Business Functional
AP#2305065- R JRS - L -0 E
01-U-BF-3 A/P#2305065-01-U-BF-3
URS - L- URS - | -Osmometer-A/P#2305065- NA
Osmometer- The data on the display and the output on the printout must be equivalent 01(1.0)5.1#Business Functional
AP#2305065- RequirementsURS - | -Osmometer-
01-U-BF-4 A/P#2305065-01-U-BF-4
URS - L- r-A/P#2305065- NA
Osmometer- All settings selected during the setup must be recorded. o e

Traceability Matrix Report links requirements and documents in a dynamic manner.
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Conclusion

e Alignment between regulatory requirements and internal procedures is critical to
seamless deployment of digital validation solution.

* The suppliers/partners we work with are still heavily dependent on paper-based
documentations, which prevents the complete transition into a paper-less way of
working.

e Continued efforts to minimize data vulnerability points through lab digitalization
in J&J Incheon, including instrument interfacing with LIMS, electronic worksheets,
expansion of scope for DVS application, etc.
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Thank You!

Hannah Lee / hlee148@its.jnj.com
Haneul (Sky) Jie / hjie@its.jnj.com
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